MpunoxeHue Ne2. MIHhopmaumoHHaa NnaMAaTKa 415 06yyaloLWwmnxes Ana pasmeLleHns Ha
omumnanbHbIX VIHTepHeT-pecypcax

C KaX/bIM rofjoM MONOAEXW B MHTEPHETe CTAHOBUTLCS 6GO/bLUE, a LWKOMbHUKA OAHMN 13
cambIX aKTWBHbIX MNofMb3oBaTenieit PyHeTa. Mexay Tem, MOMWMO OFPOMHOI0 KONM4ecTBa

BO3MOXHOCTEW, MHTEPHET HeceT U Npob6sieMbl. JTa NamMATKa JO/MKHA NOMOYb Tebe 6e3omnacHo
Haxo4MTbCS B CETU.

KoMMblOTepHbIE BUPYChI

KoMnbloTepHbIiA  BMPYC -  3TO  PasHOBWMAHOCTb  KOMMBIOTEPHLIX  NMpOrpamm,
OTNNYNTENbHOW  OCOGEHHOCTbID  KOTOPOW SIBMSIETCA  CMOCOBHOCTb K PasMHOXEHW0. B
[OMONHEHNE K 3TOMY, BMPYCbl MOTYT MOBPEAUTL MM MOMHOCTbI YHUUTOXUTL BCE (halifbl v
[aHHble, NOAKOHTPO/IbHbIE MONb30BATENH, OT MMEHU KOTOPOro Gblna 3anylieHa 3apaKéHHas
nporpammMa, a Tak)Xe MOBPeAWUTb WM AaXKe YHUYTOXMUTb OMepaluuoHHYH CUCTEMY CO BCEMM
(haiinamu B LenoM. B 60/bLIMHCTBE CyYaeB PacrnpoCTPaHAKTCS BUPYChl Yepe3 UHTEPHET.

MeToab! 3aluTbl OT BPEAOHOCHbIX MPOrpaMm:

1 Mcnonb3yii COBpPEMEHHbIE OMepalMOHHbIE CUCTEMbI, UMEIOLLMNE CePbE3HbIN YPOBEHb
3aWmnThl OT BPEAOHOCHBIX MPOrpamm;

2. TloCTOSIHHO YyCTaHaBnMBal nayTv (LMgpoBble 3annaTku, KOTOpble aBTOMaTUYeCKu
YCTaHaBNMBAKOTCS C LENbH A0pabTKM Mporpammbl) M Apyrne 0GHOBNEHUS CBOEN
onepaLuoHHON cucTembl. CKaumMBai MX TOMbKO C OPULINMANBHOIO caiTa pa3paboTumnka
OC. Ec/u cyLecTBYeT peXXum aBTOMaTMyeckKoro 06HOBMEHNSA, BK/IOYM €ro;

3. Pab6orTali Ha cBOeM KOMMbOTEPe MOA NpaBaMu MONb30BaTeNs, a He afMUHUCTpaTopa.
3T0 He NO3BONUT OGOMLLUIMHCTBY BPEAOHOCHbIX MPOrpaMM WHCTaNIMPOBaTbCA Ha
TBOEM MepCOHa/IbLHOM KOMMbIOTEPE;

4. Vcnonb3yi aHTUBMPYCHbIE NPOrpaMMHbIE MPOAYKTbl U3BECTHbLIX MPOV3BOAUTENEN, C
aBTOMaTMyeCcKUM 06HOBMIEHNEM 6a3;

5. OrpaHnyb (M3NYECKNl JOCTYN K KOMMNbIOTEPY A8 MOCTOPOHHMUX NINL;

6. Wcnonb3yli BHELWIHME HOCMTENN UH(OPMALMK, Takne Kak teLlka, AUCK Unn gaiin n3
NHTEPHeTa, TONbKO M3 NPoepeHHbIX NCTOUYHUKOB,;

7. He oTKpbiBali KOMMNbIOTEPHbIE (hailfibl, MONYYEHHbIE U3 HEHAAEXHbIX MCTOUYHMKOB.

Ldaxe Te (haiinbl, KOTOpble Mpucnan TBOW 3HAKOMbIA. Jlydlle YTOUYHW Y Hero,
OTNPaB/sAN N1 OH Tebe nXx.

Cetn WI-FI

Wi-Fi - 3T0 He Bu[, nepefayv faHHbIX, HE TEXHONOTUSA, a BCero inb 6peHs, mapka. Eue
B 1991 rogy HuAepnaHAckas KomnaHus 3apeructpuposana 6peHs «WECA», uto 0603Ha4ano
cnosocoyetaHue «Wireless Fidelity», KOTopbIii nepeBOAMTCA KaK «6eCcnpoBOAHas TOYHOCTb.

[o Hawero BpemeHW fgowina Aapyras abbpeBmaTypa, KOTOpasi ABNAETCS TaKOM ke
TexHonorueir. 1o abbpesunatypa «Wi-Fi». Takoe Ha3BaHMe ObI0 4aHO C HAMEKOM Ha CTaHaapT
BbICLUMI 3BYKOBOWN TeXHUKMN Hi-Fi, 4TO B NepeBoje 03Ha4yaeT «BbICOKAs TOUHOCTbY.

[a, 6ecnnatHbIil MHTEPHET-AOCTYN B Kade, OTENsSX U asponopTax ABAAETCS OTAMUYHONA

BO3MOXHOCTbIO BbIX0fa B UHTEPHET. HO MHOrMe 3KCMepTbl CYMTAKOT, 4YTO 06LLeAoCTyMHble Wi-
Fi ceTn He aBns0TCA 6€30MacHbIMUA.

CoBeTbl No 6e30nacHOCTU paboTe B 06LeA0CTYMNHbIX ceTax Wi-fi:



He nepefaBali CBOK /IMYHYIO MH(OpMauuio 4vepes obuwepocTynHble Wi-Fi ceTw.
PaboTas B HWX, XenaTe/lbHO He BBOAMTb Maposiiv [0CTyna, JIOTUHbI U Kakue-To
HOMepa;

Wcnonb3yit 1 06HOBNAK aHTUMBUPYCHbIE MporpaMMbl 1 6paHaMayep. Tem cambiM Tl
obe3onacub cebs 0T 3aKaykun BMpyca Ha TBOE YCTPOMCTBO;

Mpn wncnonb3oBaHun Wi-Fi oTkaoum QyHkymio «O6Wwmrin goctyn K arinam w
npuHTepam». [aHHasa (QYHKUMSA 3aKpbiTa M0 YMO/MYaHWIO, OAHaKO HeKOoTopble
Nnonb30BaTeNn aKTMBMPYIOT eé Ans yao6CcTBa MCNoMb30oBaHMs B paboTe nnn yyeobe;

He ncnonb3yii nyonmuHeii WI-FI gnsa nepegayunm ANYHbIX AaHHbIX, Hanpumep Ans
BbIX0/a B COLMAIbHbIE CETU UWN B 3MIEKTPOHHYHO MOYTY;

Mnonb3yit ToNbKO 3alliulieHHOoe coeduHeHue vepe3 HTTPS, a He HTTP, T.e. npu
Habope Be6-afpeca BBOAN UMEHHO «https://»;

B Mo6unbHOM  TenehoHe  OTKAKOUM  (PyHKUMO  «[lopkntodeHne K Wi-Fi

aBTOMaTU4eCKn». He fonyckali aBTOMaTMyYeCKOro NOAKMYEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumanbHble ceTw

CoumanbHble CETU aKTUBHO BXOAAT B Hallly >XW3Hb, MHOTUE NOAM PaboTatoT U XKUBYT
TaM MOCTOSIHHO, a B Facebook yXe 3aperncTpupoBaH MUNAMAP[ Ye/lOBEK, YTO SBNSETCS OfHOV
ceflbMOli BCexX >XuTeneli nnaHeTbl. MHOrMe Monb3oBaTeNM HE MOHMMAIOT, YTO WUHOPMALMS,

pasMeLLeHHast UMW B COLMA/IbHbIX CETSX, MOXET ObiTb HalifleHa U UCMOb30BaHa KeM YroAHO, B
TOM ymncne He 0653aTeIbHO C 61arvMm HaMepeHUsIMU.

OCHOBHbI€ COBeThbI N0 6e30MacHOCTU B counanbHbIX CETAX:

1

OrpaHn4b COWUCOK fapy3eii. Y Tebs B APY3bSAX HE AO/MKHO ObiTb CAyYaliHbIX K
He3HaKOMbIX NIOAEN;

3awuian cBoK 4YacTHYH XM3Hb. He ykasbiBail naponv, TeneoHbl, afgpeca, faTty
TBOEr0 POXAEHWUA W APYrYH JNUYHYI0 WH(OpMaLuMto. 310YMbILNEHHUKN MOTYT
MCMoMb30BaTh AaXe MH(POPMaLuid O TOM, KakK Tbl M TBOM POAMTENW NaHUpyeTe
MPOBECTU KaHUKY/bl;

3aluMuiaii cBOKO penyTauuio - epXKn ee B YNCTOTE M 3ajaBaii cebe BONpoc: XoTes 6bl
Tbl, YTOObI Apyrve Monb3oBaTenn BUAENN, YTO Tbl 3arpyxaews? Mogymai, npexpge
4yeM YTO-TO ONy6/IMKOBaTb, HANUCaTb U 3arpy3nThb;

Ecnn Tbl roBopuwb C NHOABMU, KOTOPbIX HE 3Haellb, He MUCMO/b3yl CBOe peasbHOe
UMA N APYTYHO JINYHYK0 MH(OPMaLUnU: MMS, MECTO >XMTENbCTBa, MeCTO Yy4yebbl u
npoyee;

W36eraii pasmelleHns qotorpagmini B IHTepHeTe, rae Tbl N306paXKeH Ha MECTHOCTH,
Mo KOTOPOIM MOXHO ONpefennTb TBOe MECTOMOJIOXKEHUE;

Mpu perncTpayny B COUManbHOM CEeTU HEOOXOAUMO MCMOMb30BaTh C/IOXKHbLIE NAPON,
cocTosLwme U3 6YKB U LGP 1 C KONNYECTBOM 3HAKOB He MeHee 8;

[na counanbHOM ceTn, NOYTbI U APYrMX CalTOB HEOOXOAMMO MCMOMb30BaTh pPasHble

naponu. Torga ecnu Te6s B3NOMAtOT, TO 3/10YMbILLEHHWUKIN MOMyYaT AOCTYN TO/MbKO
K 0HOMY MeCTY, a He BO BCe Cpasy.

ONeKTPOHHbIEe AeHbIU

ONEKTPOHHbIE AEHBIM — 3TO OYEeHb YAOOHbLIA CNOCOO MnaTexei, OAHAKO CYLLECTBYHOT
MOLLEHHWUKW, KOTOPbIE XOTAT NONYYUTb 3TN AEHLIN.

ONIeKTPOHHble [eHbrM MOABWINCL COBCEM HeAaBHO M UMEHHO M3-3a 3TOr0 BO MHOTMMX
rocyfapcteax Ao CUX nop He nponmcaHo npo HMX B 3aKOHax.


https://%c2%bb

B Poccum e OHM (YHKUMOHMPYHOT U O HUX YXKe MPOMnmMcaHo B 3aKOHe, rae WX
pasfenstoT Ha HeCKONbKO BWAOB - aHOHWMHblE W He aHOHWUMHblE. PasHMUa B TOM, 4TO
aHOHWMHble - 3TO Te, B KOTOPbIX pa3pelLaeTcs MPOBOAWTL onepauun 6e3 naeHTUDMKaLMM
Monb3oBaTens, a B HEaHOHUMHBbIX MAEHTU(MKALMMN NONb30BaTeNS ABNSETCA 0653aTebHOMA.

TakxKe cfeflyeT pasninyaTb 3/1EKTPOHHbIe (UaTHble AeHbrM (paBHbl rOCYAapCTBEHHbLIM
Ba/IHOTaM) U 3/1EKTPOHHbIE He(MaTHbIE AeHbIM (He paBHbI FOCYAapCTBEHHbLIM BasllOTaMm).

OCHOBHbIe COBeTbI N0 6e30MacHOl paboTe ¢ 3NeKTPOHHLIMU feHbramu:

1 TIpuBSXM K CYETY MOOWNbHBIA TeneoH. ITO caMblii YAO0OHbIA U GbICTPbIA CNOCOO
BOCCTaHOBUTb [OCTYN K cuyeTy. puBs3aHHbIA TeneoH MOMOXET, ecnn 3abyjaellb
CBOI NNaTeXHbIli Naponb UKW 3aiifellb Ha CainT C HE3HAKOMOI0 YCTPOICTBA;

2. Wcnonb3yin ofHopasoBble naponu. locne nepexofa Ha YCWIEHHYH) aBTOpMU3aLuio
Tebe yxKe He By[eT yrpoXkaTb OMacHOCTb KPaXkKn WX MepexBata MniaTeXxxHoro napons;

3. Bblbepn CnoxHbIi naponb. pecTynHWKam OyfeT He NpoCTO yrafaTb CAOXHbINA
naponb. HagexxHble naponnm — 3To Naponn, KOTOpble COLEPXKaT He MeHee 8 3HaKOB U
BK/IHOYAIOT B CeOA CTPOYHbIE U MPOMUCHblE OYKBbI, LU(PbLI N HECKONbKO CUMBOJIOB,
Takue Kak 3HaK gonnapa, (oyHTa, BOCKAULaTebHbIR 3HaK v T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM /INYHbIE AaHHbIe Ha cailTax, KOTOPbIM He JOBepseLLb.

3NeKTpPOHHasA NOHTa

ANeKTPOHHas NoUTa — 3TO TEXHO/OIMS 1 NPeAOCTaB/SEMbIE €0 YCAYT MO NMEPechLUKe 1
MONYYEHNIO 3M1EKTPOHHbIX COOOLLEHWIA, KOTOpble pacnpeaenstoTCs B KOMMbIOTEPHOW CeTW.
O6bIMHO  3NEKTPOHHbIA MOYTOBbIA  AWMK  BbM-NSAWT  CleAylowyM  06pasoM:

“MA_nonb3oBaTens(®Mmsa_goMeHa. Takke KpoMe Mepedayds MpocTOro TeKCTa, WMeeTcs
BO3MOXXHOCTb MepefiaBaTh (haibl.

OCHOBHbIe COBeTbI N0 6e30MacHO paboTe C 3NEKTPOHHOW MOYTOMN:

1 Hapgo Bbl6paTb NpaBW/bHBIA NOYTOBLIN CepBUC. B MHTepHeTE eCTb OrPOMHBIA BbI6GOP
6ecnniaTHbIX NOYTOBbLIX CEPBUCOB, OHAKO NyYlle [OBepPATb TeM, KOro 3Haellb W KTO
nepBblil B PENTUHTE;

2. He ykasblBail B NIMYHOM NMOYTe IMUYHYIO UHGOPMaUuo. Hanpumep, nydule BblbpaTb
«MY3blKa/ibHbIA_haHaT(™» nnmn «pok2013» BMecTo «TeMal3»;

3. Vcnonb3yil AByX3TanHyo aBTopu3aumio. 3T0 Korja nomMyvMo napons Hy>XHO BBOAWTb
Kog, npucblinaembliii no SMS;

4. Bblbepy CNOXHbIA Naponb. Ans KaXAOro MoYTOBOrO fLMKa A0/KEeH ObiTb CBOM
HaeXHbI, YCTOWYMBBIA K B3N1OMY Napo/sib;

5. Ecnn ecTb BO3MOXHOCTb HamucaTb CaMOMY CBOW JIMYHbIA BOMPOC, MCMOMb3YI 3Ty
BO3MOXHOCTb;

6. Mcnonb3yi HeCKOSIbKO MOYTOBbLIX AWMKOB. [epBblii ANf 4aCTHOW MNepenuckn ¢
afipecatamMmu, KOTOpbIM Tbl [OBepsiellb. 3TO 3M1EKTPOHHBIA afpec He Hajo
1CNOoNb30BaTh MNPV perucTpaumm Ha hopymax n camtax;

7. He oTkpbiBaii (haiifnibl U Lpyrvue BIOXEHWUS B MUCbMax [LaXe eCnn OHW NpULn ot
TBOUX ApYy3eit. Jlydlue yTOUHM Yy HUX, OTNPaBAAAN N1 OHW Tebe 3Tu (haibl;

8. TMocne okKOoH4YaHWA paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbiTUeM BKMaAKu C
CaiiTOM He 3abyab HaXaTb Ha «BbINTW».



KunbepbynnnHr nnn supTyanbHOe n3aeBaTenbCTBO

KnbepbynnuHr — npecnegoBaHMe COOOLLEHMAMK, COAEPXKALIMMKU  OCKOPO6AeHNMs,

arpeccuto, 3anyrumBaHue; XynuraHcTBO; COLManbHOe 6OMKOTMPOBAHWE C MOMOLLbI Pa3NYHbIX
VHTEPHeT-CepBUCOB.

OCHOBHble cOBeTbl N0 60pbbe ¢ KNGEPOYNTNHIOM:

1 He 6pocaiica B 60ii. Jlyuwimnini cnocob; NoCOBeTOBAaTLCA Kak Cebs BECTW W, eCnn HeT

TOro, K KOMYy MOXHO 06paTuTbCA, TO BHayase YCnoKouTbCcA. EcnM Tbl HauHewwb

0TBeYaTb OCKOPOGMEHUAMM Ha OCKOPOMeHUs, TO TOMIbKO elle 60Nblle PasoXOKellb

KOHM/IUKT;

YnpaBnsii cBoein KnbeppenyTalueir;

3. AHOHUMHOCTb B CeTM MHMMasi. CyllecTBYKOT CNoco6bl BbISCHUTb, KTO CTOMT 3a
aHOHMMHbIM aKKayHTOM;

4. He cTOWUT BECTU XYNUTAHCKNIA 06pa3 BUPTYasbHOM XU3HWU. IHTEPHET PUKCMPYET BCe
TBOW AEACTBUS N COXPAHSET UX. YAaNnTb UX 6yaeT KpaiHe 3aTpyaHUTENbHO;

5. Cob6noaaii cBoii BUPTYyanbHYH YeCTb CMOJOAY;

6. WrHopupyin eauHWYHbIA Heratme. OfHOpPa3oBble OCKOPO6UTENbHbIE COOOBLLEHMS
Nnyulle urHopmposaTb. O6bIYHO arpeccus nNpekpallaeTcs Ha HavasbHOW cTaguu;

7. baH arpeccopa. B nporpamMmax o6mMeHa MFHOBEHHbIMUW COOBLLEHUSIMU, B COLMabHbIX
CeTAX ecTb BO3MOXHOCTb OG/IOKMPOBKM OTMNPaBKM COOOLLEHNIA C OnNpeaeneHHbIX
aflpecos;

8 Ecnm Tbl cBugeTens KubepbynnuHra. TBOW [AeWCTBUA:  BbICTYNUTb  NPOTUB
npecnefosatens, Mnokasatb €My, 4YTO ero [JeincTBUS OLEHMBAKOTCA HEeraTtuBHO,
noggepXaTtb XKepTBY, KOTOPOM HYXHA TMCUXON0rnyeckas MomoLlb, COOOWNTb
B3POC/bIM O (haKTe arpeccvBHOr0O NoBeLeHUS B CETU.

o

MoO6LWbHbIA TenedoH

CoBpeMeHHble CMapTOHbl W MAaHWeTbl cogepXaT B ceGe BMOMHe B3POC/bli
(YHKUMOHaN, U Tenepb OHWM MOTYT KOHKYpPUpPOBaTb CO CTaLMOHApPHbIMK KOMMbHTEPaMK.
OpHako, cpefCcTB 3alMTbl A1 NOA06HbLIX YCTPOCTB MOKa 04eHb Masno. TecTupoBaHMe M NOUCK

yA3BMMOCTE B HUX NPOUCXOANUT He TaK MHTEHCMBHO, Kak ans MK, To e camoe KacaeTcs u
MOGUBbHBIX MPUNOXKEHWIA.

CoBpemMeHHbIe MOGUNbHbIE 6pay3epb| Y>Xe npakTndyeckn AorHaan HaCTO/IbHbIE aHanoru,

O[lHAaKO paclUMpeHne (YHKLMOHAaNa BNe4eT 3a COGO0M GOMblLUYH CMOXHOCTb U MEHbLLYHO
3aLLMLIEHHOCTb.

[laneko He BCe NPOW3BOAMTENN BbIMYCKalOT OOGHOBNEHMS, 3aKpbTatlolMe KpUTUYECKume
YS3BMMOCTU [/151 CBOUX YCTPOWCTB.

OCHOBHble COBeTbI 1151 6€30MacHOCTN MOGUILHOIO TefledoHa:

1 Hwuuero He ABNsieTCs MO-HacTosALLEMY 6GecnnaTHbIM. Bylb OCTOPOXEH, Bedb Koraa
TeGe npegnaratoT 6eCnNaTHbIi KOHTEHT, B HEM MOryT GblTb CKpbITbl Kakue-TO
nnaTHbIE YCNyTK;

2. [ymaii, npexae 4em otnpaBntb SMS, GoTo nnn Buaeo. Thbl TOYHO 3HaELLb, Fe OHK
O6yayT B KOHEYHOM UTore?

Heo6Xx0A1MMO0 06HOBNATL ONepaLMOHHY0 CUCTEMY TBOEF0 CMapT(oHa;
4. cnonb3yit aHTUBMUPYCHbIE MPOrPaMMbl A1st MOBUbHbBIX TENE(OHOB;

w



5. He 3arpy»aii NpunoXeHust OT HEN3BECTHOIO UCTOYHMKA, Befb OHWM MOTYT COLEpXKaTb
BPeLOHOCHOE NporpaMMHoe obecneyeHue;

6. lMocne TOro Kak Tbl Bbllifellb C caiiTa, rae BBOAW JINYHYK WUH(OPMaLUKIO, 3aiiamn B
HacTpOliKn 6pay3epa u yaanu cookies;

7. Teproanyecky NPoBepsii Kakne NnaTHble YCyru akTuBMpPOBaHbl HAa TBOEM HOMEPE;

8. [laBain cBO HOMep MOOWALHOrO TenedioHa TOMbKO /HOASM, KOTOPbIX Thl 3HaELlb U
KOMY [0BepsieLlb;

9. Bluetooth gomkeH ObITb BbIK/OYEH, KOrga Tbl MM He nosnb3yewsbcd. He 3abbiBaii
MHOr a NpoBepsThH 3TO.

Online wnrpsl

COBpEMEHHbIE  OHMAWH-UIPbl - 3TO KPacoYHble, 3axBaTblUaloLiMe Pas3BMEYEHMs,
00beaVHAIONLIE COTHM ThICAY YENOBEK MO BCEMY Mupy. VIrpoOKM MCCNeaytoT AaHHbIA UM Mup,
o6LarTCca ApYr € APYroM, BbIMOHAOT 33fjaHUs, CPKAOTCA C MOHCTPaMU W MOAYYarT OMb.

3a y[0BONbCTBME OHWM NAATAT: MOKYNalT AUCK, OMiavmBaloT aGOHEMEHT WAU npuobpeTaroT
KaKune-To onuum.

Bce 3Tu cpeacTtBa MAYT Ha MNOAJEPXaHWE W pa3BUTME WIPbl, a TaKXe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbl aBTOPM3aLMKM, BbLUYCKAOTCA HOBble MaTyy

(umdppoBble 3aniaTkn 4na Nporpamm), 3aKpbiBarOTCSA YA3BUMOCTM CEPBEPOB.

B nofo6HbIX Mrpax CTOMT OMmacaTbCsi He CTO/MbKO CBOMX COMEPHMKOB, CKOMbKO KPaXu
TBOEro Naposns, Ha KOTOPOM OCHOBaHa CMCTEMa aBTopU3aLm 60NbLIMHCTBA UTp.

OCHOBHble COBeTbI M0 6€30NacHOCTN TBOEIO UIPOBON0 aKKayHTa:

1 Ecnu apyroi urpok Befet cebs Ni1oxo unv co3gaet Tebe HEMPUSTHOCTU, 3a0/10KMPYI
ero B CNUCKe UIPOKOB;

2. Moxanyica afMMHMUCTPaToOpaM Urpbl Ha M/0X0e MOBefjeHMe 3TOr0  Urpoka,

XenartesbHO NPUIOXKUTL KaKne-To AoKasaTe/IbCTBa B BUAE CKPUHOB,;

He ykasbiBali MM4Hy0 MHOpMaLMIo B npodaiine urpbl;

YBaxai apyrnx y4acTHUKOB MO WUrpe;

He ycTaHaBnmBal HeouumnanbHbie NaT4n N MOAbI;

crnonb3yii CNoXHbIE U pasHble Naposu;

[axe BO BpeMsi Urpbl He CTOMT OTK/OYaTb aHTMBMPYC. MoKa Tbl Mrpaellb, TBOVA
KOMMbIOTEP MOTYT 3apasnTb.

No oo, w

DULNHT AN Kpa>Ka NNYHBLIX JaHHbIX

OO6bIYHOW Kpaxeil [AeHer U AOKYMEHTOB CEroAHs YXXe HWKOro He YAMBULLbL, HO C
pasBUTMEM  WHTEPHET-TEXHONOTNA  3N0YMbILLJIEHHUKN  MEPEMECTUANCL B UHTEPHET, W
NPOJO/MKAKT 3aHUMATHCS «/IK0OUMbIM» [18/1I0M.

Tak nossunacb HoBas yrposa: WHTEPHET-MOLUEHHWYECTBA WA Cbl/ILIJVIHF, rnaBHasa Le/b
KOTOpPOro COCTouUT B MOJy4YeHUN KOHCbVI,CI.EHLI,VIaJ'IbeIX OaHHbIX Nnonb30BaTenein — IOFMHOB U

naponein. Ha aHrnminckom s3bxe phishing untaetca kak guwmHr (ot fishing — pbibHas nosns,
password — naponsb).

OCHOBHble COBEThI M0 60pb6E C PULLIMHIOM;

1 Cneon 3a CBOMM akkayHTOM. Ecnv Tbl nofo3peBaellb, 4YTO TBOA aHKeTa Oblua

B3/I0MaHa, TO Heob6xoAMMO 3abnOKMpOBaTb €e W CO0OWMWTb agMUHUCTPaATOpPaM
pecypca 06 3TOM KaK MOXHO CKOpee;



2. Wcnonb3yin 6esonacHble Beb-cailTbl, B TOM 4uCNe, WHTEPHET-MarasMHoOB WU
MOUCKOBBIX CUCTEM;

3. Vcnonb3yii cnoxHble ¥ pasHble Naponn. Takum obpa3om, ecnn Tebs B3NOMaloT, TO
3N0YMbIMUIIEHHUKN NOMYyYaT JOCTYN TONbKO K O4HOMY TBOEMY MPOMUII0 B CETH, a He
KO BCeM,;

4, Ecnn Teba B3nOManM, TO HeOOXOAMMO MpefynpeauTb BCEX CBOUX 3HAKOMbIX,
KoTopble fo6aBneHbl y Tebs B ApYy3bsAX, O TOM, YTO Te6A B3/IOMaNN U, BO3MOXHO, OT
TBOEro MMeHu ByfeT paccbllaTbCs crnam W CCbIIKW Ha PULINHIOBbIE CaiThl;

5. YcTaHoBM HagexHbI naponb (PIN) Ha MOOGWNbHLIN TeNnegoH;

OTK/H0UN coXpaHeHWe napons B 6paysepe;

7. He oTkpbiBain (haitfibl U Apyrve BMOXEHWUA B NUCbMaxX Laxe €CAn OHW MPULLAN OT
TBOMX [py3eit. Jlyulle YTOUHW Y HUX, OTNPAaBAAAN NI OHW Tebe 3Ty (halisbl.

o

Limchposas penyTauus

LinthpoBas penytaums - aTo HeratMBHas WAM NO3UTMBHaA MH(opMaLus B ceTu 0 Tebe.
KomMnpomeTupytowas MHpopMaums pasmeLleHHas B WHTEPHETE MOXET Cepbe3HbiM 06pa3om
0TPasuTbCA Ha TBOE peanbHOW XN3HWU. «LlndpoBas penyTaums» - 3TO TBOW UMUK, KOTOPbINA
thopmMmmpyeTca 13 nHpopmaLmm o Tebe B MHTEPHETE.

TBOE MeCTO XUTeNbCTBA, yUebbl, TBOE (hMHAHCOBOE MOMIOXeEHUe, 0COBEHHOCTU XapakTepa
1 pacckasbl 0 6IM3KNX - BCE 3TO HaKanMBaeTCs B CETM.

MHorve nogpocTKN NErkKOMbICIEHHO OTHOCATCA K My6AMKauuy NnMYHOM uHhopmMaunm B
NHTepHeTe, He NOHMMas BO3MOXHbIX MOCNeACTBMIA. Thbl AaXe He CMOXELUb A0ragatbCcsi 0 TOM,
yTo hoTorpadms, pasmellieHHas 5 neT Hasaf, cTana NPUUYUHON O0TKa3a NPUHSATL Teba Ha paboTy.

KommeHTapuu, pasmelleHne TBOMX oTorpaduii v [pyrue AencTBUMS MOTYT He
NCYE3HYTb fJaXe nocne TOoro, Kak Tbl UX yjanuuib. Tbl He 3Haellb, KTO COXpaHWn 3Ty
MH(OopMaLMio, nonana M OHa B NMOMCKOBbIE CUCTEMbI U COXPaHWUNACh /M OHA, a FNaBHOE; YTO
nogymatoT 0 Tebe OKpyKatollee NoaN, KOTopble HalayT M YyBUAAT 3T0. HailTu mHpopmaymto
MHOrO fIeT CNYyCTA CMOXeT 6o - Kak M3 Jo6pbiIX NO6YXAeHWWA, TaKk U C HaMepeHuem
NPUYUHUTL Bped. ITO MOXET OblTb KTO YTOAHO.

OCHOBHbI€ COBETbI MO 3aWuUTe LUPPOBOIA penyTauuu:

1 [Moaywmaii, npexae 4Yem 4TO-TO NyO6AMKOBaTb M nepefaBaTb Y cebs B 610re wuam B
counanbHol cetu;

2. B HacTpoiikax npoduns ycTaHOBM OrpaHuyeHns Ha MPOCMOTP TBOEro Npoguns v ero
COAEPXMMOr0, caenaii ero TONbKO «AN1st Apy3eii»;

3. He pasmellain 1 He ykasblBali MH(OpPMaLMIO, KOTOPas MOXET KOro-nnbo ockopbnatb
nnm obuxarb.

ABTOpPCKOe npaso

CoBpeMEHHbIe  LWIKOMbHUKKN- aKTUBHbIE M0/b30BaTeNIM  LMU(MPOBOro MPOCTPaHCTBA.
OfHaKo faneko He BCe 3HAKT, YTO MO/b30BaHME MHOTMMMK BO3MOXHOCTSIMU LMPOBOro mMmpa
TpebyeT cO6M0AeHNS MPaB Ha UHTENNEKTYalbHYH0 COBCTBEHHOCTD.

TepMUH «MHTeNNeKTyanbHas COGCTBEHHOCTb» OTHOCMTCA K Pa3/IMYHbIM TBOPEHUSAM
4e/IOBEYECKOr0 YMa, HauyMHas ¢ HOBbIX U300PETEHUI M 3HAKOB, 00603HAYaOLMX COOCTBEHHOCTb

Ha NPOAYKTbl M YCNYrM , W 3aKaHuMBas KHUramu, ¢oTorpadmsammn, KuHOGWUIbMaMn 1
MYy3blKa/lbHbIMI MPOWN3BEAEHNAMMN.



ABTOpPCKME MpaBa - 3TO MpaBa Ha UHTENNEKTyaNbHY COGCTBEHHOCTb Ha MPOV3BEAEHNS
HayKuW, NTepaTypbl 1 MCKYCCTBa. ABTOPCKME NpaBa BbICTYNAlOT B KAYeCTBE rapaHTumM TOro, YTo
VHTENNEKTYa bHbI/TBOPUECKUIA TPy aBTOpa He GYAeT HanpacHbIM, AacT eMy ChpaBeAuBbIe
BO3MOXXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, MoAyunTb U3BECTHOCTb U MPU3HAHNE.
HuKTO 6€3 pa3peLLeHns aBTopa He MOXXET BOCMPOM3BOAUTL €r0 NPou3BeeHne, PacnpoCTPaHsThb,
ny6/MYHO [IEMOHCTPUPOBATb, MpPOAaBaTb, MMMOPTMPOBATb, MyCKaTb B MPOKAT, My6AMYHO
MCMOMHATb, NOKa3blBaTb/UCNOMHATL B 3Mpe Unm pasmellatb B IHTepHETE.

cnonb3oBaHMe «NMpaTCKOro» NporpaMMHOro 06ecrneyeHns MoXeT NPUBECTU K MHOTUM
pUCKam: OT MOTEPU [AaHHbIX K TBOMM aKKayHTaM [0 G/IOKMPOBKM TBOEro YCTPOWCTBa, re
YCTaHOB/NEHHbIi He nerasbHas nporpaMma. He CTOMT Takke 3abblBaTb, UTO CYLIECTBYET
neranbHble 1 6ecnnaTHble NPOrPaMmMbl, KOTOPbIE MOXHO HaiiTW B CETW.

O nopTane

CeTeBMYOK.ph - TBOW rNaBHbIi COBETYMK B CETW. 3[eCb Tbl MOXelWb Y3HaTb O
6e30MacHOCTV B CETU MOHATHLIM W AOCTYMHbIM S3bMCOM, a NPY BOSHUKHOBEHWUU KPUTUYECKOIA

CUTyauumn 06paTUTbCA 3a COBETOM. A TakXe MPUHATb yyacTue B KOHKypcax M cTaTb CaMbiM
LMPOBLIM FpaXkaaHNHOM!



